
Consolidated Slides from 11-8-18 
Fraud & Cyber-crime Presentations 

• FBI: Threat Analysis Slides Not Provided 
• Internal Control Reviews Summary Report 
• State Auditor: Detecting Fraud (no videos) 
• Evolving Controls 
• Summary of Risks & Tools 
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Agenda  
• 8:30 Opening by Auditor Greg Kimsey 
• 8:35 FBI Cyber Threat Analysis  
• 9:30 Internal Control Reviews, 2018 
• 9:40 Break 
• 9:55 State Auditor Office: Detect Fraud 
• 10:50 Evolving Controls 
• 11:20 IT Progress Report 
• 11:30 Summary of Risk and Tools 
• 11:40 Closing by Mark Gassaway 
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Commercially Reasonable Security Protocol 





Internal Controls: Review Terms & 
Conditions 

• Commercial business account holders have less time to report 
cases of fraud, and have more liability  and less protection as 
compared to personal account holders. 

• “We will have no liability to you for acting upon any application, 
amendment or other communication purportedly transmitted by 
you, even if such application, amendment or message: 
• Contains inaccurate or erroneous information 
• Constitutes unauthorized or fraudulent use of Electronic Trade Service 
• Includes instructions to pay money, or otherwise debit or credit any 

account 
• Relates to disposition of any money, securities or documents 
• Purports to bind you to any agreement or other arrangement with us or 

with other persons or to commit you to any other type of transaction or 
arrangement.” 

• Read your own bank’s terms and conditions!  



Internal Controls: Response Plan 
• Internet Crime Complaint Center (IC3) & Federal Bureau 

of Investigation (FBI) 
• Public Service Announcement: I-082715a-PSA 
• If funds are transferred to a fraudulent account, it is 

important to act quickly: 
• Contact your financial institution immediately upon discovering the 

fraudulent transfer. 
• Request that your financial institution contact the corresponding 

financial institution where the fraudulent transfer was sent. 
• Contact your local Federal Bureau of Investigation (FBI) office if the 

wire is recent. The FBI, working with the United States Department 
of Treasury Financial Crimes Enforcement Network, might be able 
to help return or freeze the funds. 

• File a complaint, regardless of dollar loss, with www.IC3.gov.  
 

https://www.ic3.gov/


Internal Controls: Reporting Plan 
• Reporting Losses & Thefts at Clark County 

• Notify a Manager- there is no minimum dollar amount - any loss 
of cash, equipment or materials needs to be reported promptly. 

• Formal police or Sheriff’s report must be made, the Audit Services 
staff will need the police report number. 

• Contact Audit Services- state law requires that we report theft and 
losses to the State Auditor’s Office 

 



Internal Controls: Training 
• Constantly educate staff about cutting-edge fraud 

techniques  
• Don’t keep rehashing old security awareness materials 

and expect to stop online fraud  
• Update your training as often as you update your 

smartphone 
• The best training is brief, frequent and focused on the 

issue at hand  



Internal Controls: Risk Assessment 
• Review existing processes, procedures and separation of 

duties for financial transfers and other important transactions 
such as sending sensitive data in bulk to outside entities  

• Add extra controls, if needed  
• Remember that separation of duties and other protections may 

be compromised at some point by insider threats, so risk 
reviews may need to be redone 
 



Internal Controls: P&Ps  
• Consider new policies related to “out of band” 

transactions or urgent executive requests  
• An email from an executive’s Gmail or Yahoo account 

should automatically raise a red flag to staff members, but 
they need to understand the latest techniques being 
deployed by the dark side  

• You need authorized emergency procedures that are well 
understood by all 
 



Internal Controls: Exercises & Communication 
• Review, refine and test your incident management and 

phish reporting systems  
• Conduct a tabletop exercise with management, including 

key personnel, on a regular basis  
• Test controls and encourage staff recommendations  
• Remember, online criminals are always changing and 

adapting their sophisticated attacks  
• Are you ready? 



• Clark County Auditor’s Office 
• https://clarknet.clark.wa.gov/audit-services/reporting-losses-thefts 

• Office of the Washington State Auditor- Budget, Accounting 
and Reporting System (BARS) www.sao.wa.gov 

• Association of Certified Fraud Examiners www.acfe.com 

• Case History Applications, Cash Disbursement Fraud, Authorization and Approval (Part 1thru 4)  
• May/June 2008 by Joseph R. Dervaes, CFE, ACFE Fellow, CIA 
• July/August 2008 by Joseph R. Dervaes, CFE, ACFE Fellow, CIA 
• September/October 2008 by Joseph R. Dervaes, CFE, ACFE Fellow, CIA 
• November/December 2008 by Joseph R. Dervaes, CFE, ACFE Fellow, CIA 

• FBI ttps://www.ic3.gov/media/2015/150827-1.aspx 

• Government Technology  
• http://www.govtech.com/security/GT-July-2017-3-Ways-to-Stop-Business-Email-Compromise.html 

• National Public Radio- All tech considered 
• https://www.npr.org/sections/alltechconsidered/2015/09/15/440252972/when-cyber-fraud-hits-businesses-banks-may-not-offer-protection 

 

Resources 

https://clarknet.clark.wa.gov/audit-services/reporting-losses-thefts
http://www.sao.wa.gov/
http://www.acfe.com/
https://www.ic3.gov/media/2015/150827-1.aspx
http://www.govtech.com/security/GT-July-2017-3-Ways-to-Stop-Business-Email-Compromise.html
https://www.npr.org/sections/alltechconsidered/2015/09/15/440252972/when-cyber-fraud-hits-businesses-banks-may-not-offer-protection


Thank you! 

Arnold Pérez, MPA, CFE, CGAP  
Performance Auditor 
Clark County Auditor’s Office 
Arnold.Perez@clark.wa.gov 



CLARK COUNTY 
INFORMATION TECHNOLOGY 
Sheri Rugh 
Technology Services Director  
 



 
Summary of  

Risks and Tools 

Larry Stafford, Audit Services Manager 
Clark County Auditor’s Office 
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